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Completed:

DROP TABLESPACE XF_PRODUCT_TEMP INCLUDING CONTENTS AND DATAFILES CASCADE
CONSTRAINTS

FE TR HAEH T Wt E NS ARG ASM HoR . TP iIEITE E 20X B BTEEBIR SO, iz X 52
PR EJERRITIX, RS RS, XM ULHIRAEA AN BRI RBIAS . T T B A i R, X Le i8]
%St THA R . Wt UL BRI AT RIFIE R, I R R B S 8 T —
JriE L.
AR A 22 T
Sat Dec 31 12:34:57 2011
CREATE SMALLFILE
TABLESPACE ''XF_PRODUCT"
LOGGING DATAFILE
"E:\ORACLE\PRODUCT\10.2.0\ORADATA\ORCL\XF_PRODUCTO1.DBF*" SIZE 100M
EXTENT MANAGEMENT LOCAL SEGMENT SPACE MANAGEMENT AUTO

ORA-1119 signalled during:

CREATE SMALLFILE
TABLESPACE **XF_PRODUCT"*
LOGGING DATAFILE
"E:\ORACLE\PRODUCT\10.2.0\ORADATA\ORCL\XF_PRODUCTO1.DBF*" SIZE 100M
EXTENT MANAGEMENT LOCAL SEGMENT SPACE MANAGEMENT AUTO

X HLY ORA-1119 5 I SURSCIFQIAER G, AT REAY ISR ZS AN AL, AR b2 R A2 a3 KO R 43 X
[orallg@ENMO ~]$ oerr ora 1119
01119, 00000, "error in creating database file "%s""

// *Cause: Usually due to not having enough space on the device.
// *Action:

HTREARZ IR B S WT, LU OIS MR A S E] T ORA-1543 551%, IZFHIRIER
BRRAERS MO 2. PR, XRERSEATE, AEMER GXHESESE ), it
TCik PR A

CREATE SMALLFILE
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TABLESPACE "*XF_PRODUCT_HISTORY"
LOGGING DATAFILE

“E:\ORACLE\PRODUCT\10.2.0\ORADATA\ORCL\XF_PRODUCT_HISTORYO1.DBF* SIZE 100M
EXTENT MANAGEMENT LOCAL SEGMENT SPACE MANAGEMENT AUTO

ORA-1543 signalled during:
CREATE SMALLFILE

TABLESPACE ""XF_PRODUCT_HISTORY""
LOGGING DATAFILE

"E:\ORACLE\PRODUCT\10.2.0\ORADATA\ORCL\XF_PRODUCT_HISTORYO1.DBF* SIZE 100M
EXTENT MANAGEMENT LOCAL SEGMENT SPACE MANAGEMENT AUTO

XL T U TP R E N BOEANTERE A A A, DL ™ AR ™ HE 5 2R
FHP e B IE B PR B ARSEA T FAB R, TR LR SOREOR SR . X TR Ml oL, BRSO K
PERBEMIER, £ ASM AT UL, (R LEAFREGOM RGBT IRAT £, REBoA Wi o, AR nl LU ik

ASM BRIALL IM ETT (AU, ASM Unit) SN TR 7 7 fefit . TR TE i A i & R A
fitt, $RFNLXLE IM R/NREAR F, PR TEREAPHE, IKE T 3 MEIRES . RIGEE TP Z i ER4E5H
{58, E it Oracle iy NFREIEFIEC T E DUL K 3C B4R B Sk, Bl BIEAE Az, S8l TEIRIRE
£ ASM it geas ], AT LA B
SQL> create tablespace XF_PRODUCT datafile size 500M ;
FE R A,
EEABFIHET ASM fEFIZ b
AR T AR, ROTERRIHP ROASER, BU— G4,

SQL> select username,password from dba_users where username="YNXF_PRODUCT"
USERNAME

PASSWORD
YNXF_PRODUCT 58C18F637CFB1EED
SQL> alter user ynxf_product identified by yn;

AP LR,

BeIe, P Z A0 S ARREE A .
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C:\>imp ynxf_product/yn file=ynxf_product100111.dmp rows=n ignore=yes full=yes log=prod.log
#4:%): Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 - Production
With the Partitioning, OLAP and Data Mining options

2 W A28 EXPORT:V10.02.01 495k 4

B2 %M ZHS16GBK F 4544 ALL6UTF16 NCHAR FAF4E P ay-FA

. E/A% YNXF_PRODUCT #9%f% -5 A% YNXF_PRODUCT

IMP-00017: & F ORACLE 4%i% 27477, VA Ti#&& kM

"BEGIN
"dbms_scheduler.create_job(""JOB_CLEAR_PRODUCT_DATA™",""
"'job_type=>"STORED_PROCEDURE", job_action=>"

IMP-00091: T 3| &3 Aext % 3 L4442 - CREATE JOB_CLEAR_PRODUCT_DATA, #3kid sttt
R854 PL/SQL e,

HIEEY =R ESE &

R SN -V E

SRIFIE KAL) DMP SUPE S AR . th TAFERBOC R, A 2 r U m s S A, LIRS
T AL

C:\>imp ynxf_product/yn file=ynxf10.dmp ignore=yes log=imp.log statistics=none tables=T_CHECKITEM
commit=yes

Z W FE KA Y EXPORT:V10.02.01 4)#ed 5§t 4

ko wopst gl YNXF SR, mRE LR 7

O %% ZHS16GBK F45%4= AL16UTF16 NCHAR 454 8- FA
. EAF YNXF #93+%$AZE YNXF_PRODUCT
. EAF YNXF #95r%$AZE YNXF_PRODUCT
. EESAKR "T_CHECKITEM"$A T 362418 47
BALIEFN, EHBIEE,

Iy DRI RS PR OSIEN GYIE: A T 81

SQL> alter user ynxf_product identified by values '58C18F637CFB1EED";
AP T,

SQL> select username,password from dba_users where username="YNXF_PRODUCT";
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USERNAME PASSWORD

YNXF_PRODUCT 58C18F637CFB1EED

XA IRIZ AT 36 T 5 QIR RS RS A ASM RERRA . AR5 AT A Bl B 1) SCk s vl e 78
, ARRERUA AT RESCEL S IR T ¢

B

X TR R B EE —AZH], AR, 75 AR BRI T AR,
IMP-00009: abnormal end of export file
HOSCRER R KRBT .

IMP-00009: § i A5 45
IMP-00028: E—AR&FSFALEE: Fi& 29050 47

P BLIE F R B SO, A AR KBS R, 2R B

(LR TR PR AL BREEH A, DROA S SO S AT R BUR AR AU 20, B ) — B R SE B PTG A
Tio WA TR 5S4 00%dE, AT LG E commit=yes Z4, At RV 238X SEFR A7 10 5%
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AR E2ZH)

ST e B e, AT T & O ABIERNRIE, S0 MERAEEEZE, DINHAS
Z— T SIS EAR N A

VALIDATE SEI &0 IGAIE

RMAN T HZH4E T VALIDATE 4, TR MERARM:, ¥HGSIF.

restore validate controlfile;
restore validate spfile;
restore validate database;

restore validate archivelog between sequence_low and sequence_high;

BruEfr S oA S I HAFTENE . SRR 1, W BIBRA TN A CS T, (HREIFA TSP
ML SN

FC NS IE S ] SIS B

RMAN> restore validate controlfile;

Starting restore at 25-JAN-10

using target database control file instead of recovery catalog

allocated channel: ORA DISK_1
channel ORA_DISK_1: sid=388 devtype=DISK

channel ORA_DISK_1: starting validation of datafile backupset
channel ORA_DISK_1: reading from

backup piece /opt/oracle/product/db10g/dbs/c-1341966532-20100125-01
channel ORA_DISK_1: restored backup piece 1
piece handle=/opt/oracle/product/db10g/dbs/c-1341966532-20100125-01
channel ORA_DISK_1: validation complete, elapsed time: 00:00:02
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Finished restore at 25-JAN-10
RMAN> restore validate spfile;
Starting restore at 25-JAN-10
using channel ORA_DISK_1

channel ORA_DISK_1: starting validation of datafile backupset
channel ORA_DISK_1: reading from
backup piece /opt/oracle/product/db10g/dbs/c-1341966532-20100116-00
channel ORA_DISK_1: restored backup piece 1
piece handle=/opt/oracle/product/db10g/dbs/c-1341966532-20100116-00
channel ORA_DISK_1: validation complete, elapsed time: 00:00:02
Finished restore at 25-JAN-10

i)

RGN, KUk 0y (0 B2 T ANIR], 85 75 ZE AN E] . DU 22— 2 & i Sk £

B

RMAN> restore validate database;
Starting restore at 25-JAN-10
using channel ORA_DISK 1

data file 22 will be created automatically during restore operation
channel ORA_DISK_1: starting validation of datafile backupset
channel ORA_DISK_1: reading from

backup piece /data3/ordrbak/orderfulllback order_20100124_4691
channel ORA DISK_1: restored backup piece 1
piece handle=/data3/ordrbak/orderfullback _order_ 20100124 4691 tag=order
channel ORA_DISK_1: validation complete, elapsed time: 00:02:36
channel ORA_DISK_1: starting validation of datafile backupset
channel ORA_DISK_1: reading from

backup piece /data3/ordrbak/orderfullback_order_20100124_4692
channel ORA_DISK_1: restored backup piece 1
piece handle=/data3/ordrbak/orderful lback_order_20100124_4692 tag=order
channel ORA_DISK_1: validation complete, elapsed time: 00:01:45
channel ORA_DISK_1: starting validation of datafile backupset
channel ORA DISK_1: reading from

backup piece /data3/ordrbak/orderfullback order_ 20100124 4693
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channel ORA_DISK_1: restored backup piece 1
piece handle=/data3/ordrbak/orderful lback_order_20100124_ 4693 tag=order
channel ORA_DISK_1: validation complete, elapsed time: 00:00:26
channel ORA_DISK_1: starting validation of datafile backupset
channel ORA_DISK_1: reading from

backup piece /data3/ordrbak/orderfullback_order_20100124 4694
channel ORA_DISK_1: restored backup piece 1
piece handle=/data3/ordrbak/orderfullback_order_20100124 4694 tag=order
channel ORA_DISK_1: validation complete, elapsed time: 00:00:56
channel ORA_DISK_1: starting validation of datafile backupset
channel ORA_DISK_1: reading from

backup piece /data3/ordrbak/orderfullback_order_ 20100124 4695
channel ORA_DISK_1: restored backup piece 1
piece handle=/data3/ordrbak/orderfullback_order_20100124 4695 tag=order
channel ORA_DISK_1: validation complete, elapsed time: 00:00:07
channel ORA_DISK_1: starting validation of datafile backupset
channel ORA_DISK_1: reading from

backup piece /data3/ordrbak/orderfullback_order_20100124_4696

channel ORA_DISK_1: restored backup piece 1
piece handle=/data3/ordrbak/orderful lback_order_20100124 4696 tag=order
channel ORA_DISK_1: validation complete, elapsed time: 00:00:04
channel ORA_DISK_1: starting validation of datafile backupset
channel ORA_DISK_1: reading from

backup piece /data3/ordrbak/orderfullback_order_20100124 4697
channel ORA_DISK_1: restored backup piece 1
piece handle=/data3/ordrbak/orderfullback_order_20100124 4697 tag=order
channel ORA_DISK_1: validation complete, elapsed time: 00:00:07

failover to previous backup

data file 22 will be created automatically during restore operation

Finished restore at 25-JAN-10

BUEAR I A EIESATIRE , FrLAAT LA 25 LI RRIST,  [RII ST LUK 5 4 0y A 8, 2N 24 7
W TROERAE
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B N0%

M 10g R2 JF4fi, Oracle Bl Zedtit 1 (o N TRE . sl e, wr LRGP0 S, By IR A 2 it 5 5
E2Gibp 6/ oE e =T

£ RMAN H, ] DI BRI & Oy N Ak M iy in s s & . LU SR80 N 53k AES128,
MATASE &N .

RMAN> show encryption for database;

RMAN configuration parameters for database with db_unique_name ORCL are:
CONFIGURE ENCRYPTION FOR DATABASE OFF; # default

RMAN> show encryption algorithm;

RMAN configuration parameters for database with db_unique_name ORCL are:

CONFIGURE ENCRYPTION ALGORITHM "AES1287; # default

i vSRMAN_ENCRYPTION_ALGORITHMS R LAA i 8d B S B in a4, LUR 2k H Oracle
Database 11g R2 Hy#rififi il , Oracle 10g S48 hn 255k 5 ARG .

SQL> select * from v$RMAN_ENCRYPTION_ALGORITHMS;

ALGORITHM_ID ALGORITHM_NAME ALGORITHM_DESCRIPTION IS_ RES
1 AES128 AES 128-bit key YES NO
2 AES192 AES 192-bit key NO NO
3 AES256 AES 256-bit key NO NO

RMAN (13X 8638351 n] 3 i3 CONFIGURE #ir 2 AT, 1A R A B8 T sk,

RMAN> configure encryption algorithm 'AES256";
new RMAN configuration parameters:
CONFIGURE ENCRYPTION ALGORITHM "AES256";

new RMAN configuration parameters are successfully stored

RMAN F s Sc iy = At Rt @it (il Wallet Ak ) AR AR, @ T
Wallet iz 75 AN HGE DIPEMT 22 4, RN G A DA misg i T sioha s, B LUASR AT 225675 4
173, 3R SRR A IR

PR 735 435 = Rloma i
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O

AR T BRI A X, A I IHE o AN 18 ) I B A A, AR5 A I B e sl 1o 1)
Fezs b . BRI

solaris*orcl-’/home/oracle$ rman target /

Recovery Manager: Release 11.2.0.3.0 - Production on Wed Feb 15 10:58:19 2012

Copyright (c) 1982, 2011, Oracle and/or its affiliates. All rights reserved.

connected to target database: ORCL (DBID=1299676637)

RMAN> set encryption on identified by "eygle" only;

executing command: SET encryption

using target database control file instead of recovery catalog

RMAN> backup database;

Starting backup at 15-FEB-12

allocated channel: ORA_DISK 1

channel ORA _DISK_1: SID=179 device type=DISK

channel ORA _DISK_1: starting full datafile backup set

channel ORA_DISK_ 1: specifying datafile(s) in backup set

input datafile file number=00004 name=/u0l/app/oracle/oradata/ORCL/users0l1.dbf
input datafile file number=00003 name=/u0l1/app/oracle/oradata/ORCL/undotbs01.dbf
input datafile file number=00002 name=/u0l/app/oracle/oradata/ORCL/sysaux.dbf
input datafile file number=00001 name=/u0l/app/oracle/oradata/ORCL/systemOl.dbf
channel ORA_DISK_1: starting piece 1 at 15-FEB-12

channel ORA_DISK_1: finished piece 1 at 15-FEB-12

piece handle=/0RCL/backupset/2012_02_15/01_mf_nnndf_TAG20120215T105827_7mp7tnth_.bkp
channel ORA_DISK_1: backup set complete, elapsed time: 00:00:55

channel ORA_DISK 1: starting full datafile backup set

channel ORA_DISK 1: specifying datafile(s) in backup set

including current control file in backup set

including current SPFILE in backup set

channel ORA_DISK_ 1: starting piece 1 at 15-FEB-12

channel ORA_DISK_1: finished piece 1 at 15-FEB-12

piece handle /ORCL/backupset/2012_02_15/0l1_mf_ncsnf_TAG20120215T105827_7mp7wd9y_.bkp
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channel ORA_DISK_1: backup set complete, elapsed time: 00:00:01
Finished backup at 15-FEB-12

USRI I AR PR RD, W RR iR, AReME, IEAREITT.

RMAN> startup mount;
Oracle instance started

database mounted

Total System Global Area 835104768 bytes
Fixed Size 2230592 bytes
Variable Size 620758720 bytes
Database Buffers 209715200 bytes
Redo Buffers 2400256 bytes

RMAN> restore database;

Starting restore at 15-FEB-12

using target database control file instead of recovery catalog
allocated channel: ORA_DISK 1

channel ORA_DISK_1: SID=170 device type=DISK

channel ORA_DISK_ 1: starting datafile backup set restore
channel ORA_DISK_1: specifying datafile(s) to restore from backup set

RMAN-00571:

RMAN-00569: =============== ERROR MESSAGE STACK FOLLOWS ===============

RMAN-00571:

RMAN-03002: failure of restore command at 02/15/2012 11:03:42

ORA-19870: error while restoring backup piece

/ORCL/backupset/2012_02_15/01_mf_nnndf_TAG20120215T105827_7mp7tnfh_.bkp

ORA-19913: unable to decrypt backup
ORA-28365: wallet is not open

PRIZIS, T Z S MR B A P IR . UN B8 S 25 RIS i e

RMAN> set decryption identified by “"eygle";

executing command: SET decryption
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RMAN> restore database;
Starting restore at 15-FEB-12
using channel ORA_DISK_1

channel ORA_DISK_1: starting datafile backup set restore

channel ORA_DISK_1: specifying datafile(s) to restore from backup set
channel ORA_DISK_1: piece
handle=backupset/2012_02_15/01_mf_nnndf_TAG20120215T105827_7mp7tnfh__bkp
channel ORA_DISK_1: restored backup piece 1

channel ORA_DISK_1: restore complete, elapsed time: 00:01:55

Finished restore at 15-FEB-12

BRI
BB T A M Y Wallet (B ), TEAR BRI IR OMUAEAR AT T4, BEBCR X R
NETTE, EEAaEE, EfE . X7 EENIC E Oracle Encryption Wallet.

Oracle Encryption Wallet B & A9 fa B L RN .

fid ¥ SQLNET.ORA 81k

BEE Wallet il 2, H3EPuE 74148 Wallet 20 ik

solaris*orcl-/home/oracle$ cd $ORACLE_HOME/network/admin
solaris*orcl-/u01/app/oracle/product/11.2.0/db_1/network/admin$ cat sqlnet.ora

ENCRYPTION_WALLET_LOCAT I0N=(SOURCE=(METHOD=F ILE) (METHOD_DATA=(DIRECTORY=/u01/app/orac
1e)))

1] 4t Wallet

TE SYS H T g Wallet,

SQL> alter system set encryption key authenticated BY "eygle";
System altered.

SQL> ! Is -l /uOl/app/oracle/ewallet*
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-rw-r--r-- 1 oracle dba 1573 2 A 158 12:37 /uOl/app/oracle/ewallet.pl2

B 5 Wallet H 33T, BAENEERBREERFEF TN,
K FAFIFE I Wallet B2 KB .

SQL> alter system set encryption wallet close identified by "eygle";
System altered.
SQL> alter system set wallet open identified by "eygle";

System altered.

FE T RBEAT LA Wallet SEELE A RO In%E . DL 20 s i R s

RMAN> configure encryption for database on;

old RMAN configuration parameters:

CONFIGURE ENCRYPTION FOR DATABASE OFF;

new RMAN configuration parameters:

CONFIGURE ENCRYPTION FOR DATABASE ON;

new RMAN configuration parameters are successfully stored

RMAN> set encryption on;

executing command: SET encryption

RMAN> backup database;

Starting backup at 15-FEB-12

allocated channel: ORA_DISK_1

channel ORA_DISK_1: SID=180 device type=DISK

channel ORA_DISK_1: starting full datafile backup set

channel ORA_DISK_1: specifying datafile(s) in backup set

input datafile file number=00004 name=/u0l/app/oracle/oradata/ORCL/users01.dbf
input datafile file number=00003 name=/u0l/app/oracle/oradata/ORCL/undotbs01.dbf
input datafile file number=00002 name=/u0l/app/oracle/oradata/ORCL/sysaux.dbf
input datafile file number=00001 name=/u0l/app/oracle/oradata/ORCL/system01.dbf
channel ORA_DISK_1: starting piece 1 at 15-FEB-12

channel ORA_DISK_1: finished piece 1 at 15-FEB-12

piece handle=/backupset/2012_02_15/01_mf_nnndf_TAG20120215T124518 7mpg2z1lf _bkp
channel ORA_DISK_1: backup set complete, elapsed time: 00:00:35

channel ORA_DISK_1: starting full datafile backup set

channel ORA_DISK_1: specifying datafile(s) in backup set
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including current control file in backup set

including current SPFILE in backup set

channel ORA_DISK_1: starting piece 1 at 15-FEB-12

channel ORA_DISK_1: finished piece 1 at 15-FEB-12

piece handle=/backupset/2012_02_15/01_mf_ncsnf_TAG20120215T124518_7mpg4334_._bkp
channel ORA_DISK_1: backup set complete, elapsed time: 00:00:01

Finished backup at 15-FEB-12

UNARMKE T Wallet SCH], MHRE AT, SIS AR,

SQL> alter system set encryption wallet close identified by "eygle";

System altered.

RMAN> restore database;

Starting restore at 15-FEB-12

using target database control file instead of recovery catalog
allocated channel: ORA DISK_1

channel ORA_DISK_1: SID=170 device type=DISK

channel ORA _DISK_1: starting datafile backup set restore

channel ORA_DISK_1: specifying datafile(s) to restore from backup set
ORA-19913: unable to decrypt backup

ORA-28365: wallet is not open

FEFTIT Wallet I9TEIE T, KA AT LUERIIAT

RMAN> startup mount;

connected to target database (not started)

Oracle instance started

database mounted

RMAN> sql 'alter system set wallet open identified by "eygle™;

sql statement: alter system set wallet open identified by "eygle"
RMAN> restore database;

Starting restore at 15-FEB-12

allocated channel: ORA_DISK 1

channel ORA_DISK_1: SID=170 device type=DISK
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channel ORA_DISK_1: starting datafile backup set restore

channel ORA_DISK_1: specifying datafile(s) to restore from backup set
channel ORA_DISK_1: restoring datafile 00001 to /oradata/ORCL/systemO1.dbf
channel ORA_DISK_1: restoring datafile 00002 to /oradata/ORCL/sysaux.dbf
channel ORA_DISK_1: restoring datafile 00003 to /oradata/ORCL/undotbsOl1.dbf
channel ORA_DISK_1: restoring datafile 00004 to /oradata/ORCL/users01l.dbf
channel ORA_DISK_1: restored backup piece 1

channel ORA_DISK_1: restore complete, elapsed time: 00:01:45

Finished restore at 15-FEB-12

EOERTL

IRAHZFENE ] Wallet F256 . 7EAMBT, AHFEEWIKE, STHEY; R mHURE R, M
T AR AR

IRAB SR AT, AET only XY,

RMAN> set encryption on identified by “mypass";

TESFHURE RS, NFEe e OBl KR, AF2 Wallet YL S -

RMAN> set decryption on identified by "mypass";

RMAN> restore database;

iAo s, TR SRR

\. oivn ~
Z%E8800%8 (TDE) =K

RMAN (B % , %) T Wallet #55X, 3 52Fx & Oracle % B Jin % 7R ( Transparent Data Encryption )
E/:J#%B%g

Oracle ()i BHEARINES , /& Oracle MR & kT I —ANFE4Y, TERINSATEAR AL

X3, A AR SR TR TINGS , fudE (g Wallet ( PKCS#12 A5t ), LI S H: PKCS#11 RAS fif4:
1% %% 1E Oracle 10g H, i A /IN%% S 352 T-9 24 9 m % , 17 Oracle 11g R2 v, 840 T T 23 [al )3 I %%
DU 5 SCRY 56 T I8 i o B T AR IR
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Decryption Process

PR & Windows | 3T TDE A—N i By

B5E, 7E SQLNET.ora TR hntn T —B .,

ENCRYPTION_WALLET_LOCATION=

(SOURCE=(METHOD=FILE)(METHOD_DATA=

(DIRECTORY=D:\Oracle\11.2.0\NETWORK\ADMIN\encryption_wallet\)))

SRJF, 7€ SQL*Plus P2 Wallet 4]

SQL> connect / as sysdba

Connected.

SQL> alter system set encryption key authenticated by "eygle";

System altered.

P FIFT I Wallet,

SQL> alter system set encryption wallet close;

alter system set encryption wallet close

*

ERROR at line 1:

ORA-28390: auto login wallet not open

SQL> alter system set encryption wallet close identified by "eygle";

System altered.

Employess
Tahle
Frvame [Loams [ #2

D&ez M
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SQL> alter system set wallet open identified by "eygle";

System altered.

TE R I AT LA 52 I

SQL> connect eygle/eygle
Connected.
SQL> create table tde (id number(10),data varchar2(50) encrypt);
Table created.
SQL> insert into tde select user_id,username from dba_users;
9 rows created.
SQL> commit;
Commit complete.
SQL> connect / as sysdba
Connected.
SQL> select * from eygle.tde;
1D DATA
0 SYS
5 SYSTEM
34 EYGLE
9 OUTLN
31 APPQOSSYS
30 DBSNMP
32 WMSYS
14 DIP
21 ORACLE_OCM

hnas A2 B shETHY . 2518 doa_encrypted_columns #E & AT LI E 41,

SQL> select * from dba_encrypted_columns;
OWNER TABLE_NAME COLUMN_NAME ENCRYPTION_ALG SAL
INTEGRITY_AL

EYGLE TDE DATA AES 192 bits key YES SHA-1



PDhez

TSR] Wallet, WUJNZE31 A ml {51a] .

SQL> select * from eygle.tde;
select * from eygle.tde

*
ERROR at line 1:
ORA-28365: wallet is not open
SQL> alter system set encryption wallet close identified by "eygle";
System altered.
SQL> select * from eygle.tde;
select * from eygle.tde

*
ERROR at line 1:
ORA-28365: wallet is not open

SQL> desc eygle.tde

Name Nul1? Type
ID NUMBER(10)
DATA VARCHAR2(50) ENCRYPT

SQL> select id from eygle.tde;
1D

9 rows selected.
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TEINEFIN, AFEPEDT: Salt A1 No Salt.

Salt 75N B2 RS AL A5 Ef , ARSI A XERE , 6 [ A 545 53 I 45 AR X T No Salt,
N A2 T LASR A AR A o, 2 A XTI

s L, R Salt i, NIRRERIARE|, Salt i MRS I FMEMNEE )R, NEERTE.,

SQL> create index idx01 on tde(data);

create index 1dx01l on tde(data)

ERROR at line 1:

ORA-28338: Column(s) cannot be both indexed and encrypted with salt

AR RN Salt J7 =, W sevid T s el s

SQL> create table tde2 (id number(10) encrypt no salt,data varchar2(50) );
Table created.
SQL> insert into tde2 select user_id,username from dba_users;
9 rows created.
SQL> select * from tde2;

1D DATA

0 SYS

5 SYSTEM

34 EYGLE

9 OUTLN

31 APPQOSSYS

30 DBSNMP

32 WMSYS

14 DIP

21 ORACLE_OCM

9 rows selected.
SQL> commit
Commit complete.

SQL> create index idx1 on tde2(id);

Index created.
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D:\>expdp eygle/eygle directory=temp dumpfile=tde2.dmp tables=TDE

Export: Release 11.2.0.2.0 - Production on Thu Sep 8 15:35:19 2011

Copyright (c) 1982, 2009, Oracle and/or its affiliates. All rights reserved.

Connected to: Oracle Database 11g Enterprise Edition Release 11.2.0.2.0 - Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options
Starting "EYGLE"."SYS_EXPORT_TABLE_01": eygle/******** djrectory=temp
dumpfile=tde2.dmp tables=TDE
Estimate in progress using BLOCKS method...
Processing object type TABLE EXPORT/TABLE/TABLE_DATA
Total estimation using BLOCKS method: 64 KB
Processing object type TABLE_EXPORT/TABLE/TABLE

. exported "EYGLE"."TDE" 5.562 KB 9 rows
ORA-39173: Encrypted data has been stored unencrypted in dump file set.
Master table "EYGLE".''SYS_EXPORT_TABLE_01" successfully loaded/unloaded

Dump file set for EYGLE.SYS_EXPORT_TABLE_O1 is:
D:\TEMP\TDE2.DMP
Job "EYGLE'".'"SYS_EXPORT_TABLE_O01" completed with 1 error(s) at 15:35:23
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